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Challenge 1: Pcap Attack Trace (intermediate)
Submission Template

Send submissions to forensicchallenge2010@honeynet.org no later then 17:00 EST, Monday, February 1st 2010. Results will be released on Monday, February 15th 2010.

	Name (required):
	Email (required):

	Country (optional):
	Profession (optional): 

_ Student 

_ Security Professional 


_ Other


	Question 1. Which systems (i.e. IP addresses) are involved?
	Possible Points: 2pts

	Tools Used:
	Awarded Points:

	Answer 1.



	Examiner's Comments:




	Question 2. What can you find out about the attacking host (e.g., where is it located)?
	Possible Points: 2pts

	Tools Used:
	Awarded Points:

	Answer 2.



	Examiner's Comments:




	Question 3. How many TCP sessions are contained in the dump file?
	Possible Points: 2pts

	Tools Used:
	Awarded Points:

	Answer 3.



	Examiner's Comments:




	Question 4. How long did it take to perform the attack?
	Possible Points: 2pts

	Tools Used:
	Awarded Points:

	Answer 4.



	Examiner's Comments:




	Question 5. Which operating system was targeted by the attack? And which service? Which vulnerability?
	Possible Points: 6pts

	Tools Used:
	Awarded Points:

	Answer 5.



	Examiner's Comments:




	Question 6. Can you sketch an overview of the general actions performed by the attacker?
	Possible Points: 6pts

	Tools Used:
	Awarded Points:

	Answer 6.



	Examiner's Comments:




	Question 7. What specific vulnerability was attacked?
	Possible Points: 2pts

	Tools Used:
	Awarded Points:

	Answer 7.



	Examiner's Comments:




	Question 8. What actions does the shellcode perform? Pls list the shellcode
	Possible Points: 8pts

	Tools Used:
	Awarded Points:

	Answer 8.



	Examiner's Comments:




	Question 9. Do you think a Honeypot was used to pose as a vulnerable victim? Why?
	Possible Points: 6pts

	Tools Used:
	Awarded Points:

	Answer 9.



	Examiner's Comments:




	Question 10. Was there malware involved? Whats the name of the malware? (We are not looking for a detailed malware analysis for this challenge)
	Possible Points: 2pts

	Tools Used:
	Awarded Points:

	Answer 10.



	Examiner's Comments:




	Question 11. Do you think this is a manual or an automated attack? Why?
	Possible Points: 2pts

	Tools Used:
	Awarded Points:

	Answer 11.



	Examiner's Comments:




Total awarded points: _
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